MoH PC Remote Administration Protocol

Thisis the remote-administration protocol used by MoH PC Server R9.

It iswork-in-progress; features are firstadded to the game, and then controlling commands are added to the
Remote Administrationinterface.
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About

This document describes how to communicate with the Remote Administration interface thatis presentin MoHPC
servers. The protocol is bidirectional, and allows clients to send commands to the serveras well as the servertosend
eventstoclients.

The protocol is designed for machine-readability, not human-readability. Itis the basis forall graphical remote
administration tools.

Low-level protocol

Packet format
int32
32-bit unsigned integer

1 byte bits 7..0 of value
1 byte bits 15..8 of value
1 byte bits 23..16 of value
1 byte bits 31..24 of value
Word
int32 Size Number of bytesinword, excluding trailing null byte
char(] Content Word contents -- must not contain any null bytes
char Terminator Trailing null byte
Packet
int32 Sequence Bit 31: 0= The commandin thiscommand/response pairoriginated on the server

1 =The commandinthiscommand/response pairoriginated on the client



Bit 30: 0= Request, 1= Response

Bits 29..0: Sequence number (thisis used to match requests/responsesinafull duplex
transmission)

int32 Size Total size of packet, in bytes
int32 NumWords Numberof words followingthe packet header
Word[N] Words N words

A packet cannot be more than 16384 bytesinsize.

Protocol behaviour

The clientcommunicates with the serverusingarequest/response protocol. Each request contains asequence
numberwhich grows monotonically, aflagwhichindicates whetherthe command originated on the client orthe
server, and one word containing the command name. In addition to this,a command can have zero or more
arguments.

Everyrequest must be acknowledged by aresponse. The response includes the same sequence number, and the
same origin flag. However, ithas the response flag set.

Sequence numbers are unique within one server-client connection. Thus, the same sequence number can be used
whenthe serveris communicating with different clients.

Responses must contain atleast one word. The first word can be one of the following:

OK - request completed successfully
UnknownCommand - unknown command

InvalidArguments - Arguments not appropriate forcommand
<other> - command-specificerror

OK isthe only response which signifies success.
Subsequentarguments (if any) are command-specific.

The serveris guaranteed to adhere to this protocol specification. If the client violates the protocol, the server may
close the connection without any prior notice.

Comments

The format of the Words portion of a packetis designed such thatit shall be easy to splititintoindividual wordsin
both C++ and Python. Any numerical arguments are always transferred in string form (notin raw binary form).

The protocol is designed to be fully bidirectional.



Parameter formats

String
An 8bit ASClI string. Must not contain any characters with ASCll code 0.

Boolean
Two possible values:

true
false

HexString
A stream of hexadecimal digits. The stream must always contain an even number of digits. Allowed characters are:
0123456789ABCDEF

Password
A passwordisfrom 0 up to 16 characters inlength, inclusive. The allowed characters are:
abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789

Filename
A filenameisfrom 1 up to 240 characters in length, inclusive. The allowed characters are:
abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789._-

Clantag
A clantag isfrom 0 to an unknown number of charactersin length. Atthe time of writing, itis unclear which the
allowed characters are.

Player name
The “playername” (referred to as “Soldier name” in-game) is the persona name which the player chose when
logginginto EA Online. One EA Account can have multiple personas.

A playerhasaname from 4 to 16 charactersin length, inclusive. The allowed characters are:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijklmnopgrstuvwxyz

0123456789

_-&()*+./;<=>2 10| }~ <space>

When a playeriscreatinga new persona, itis compared against all other personanames; the new name must be
unique. The following characters are ignored during the comparison:

- _<space>
Team ID
Aninteger.

Team Ois neutral. Depending on gamemode, there are up to 16 non-neutral teams, numbered 1..16.

Player subset
Several commands —such as admin.listPlayers —take a playersubsetasargument.

A playersubsetisone of the following:



all - all playersonthe server
team <team number:integer> - all playersinthe specified team
player<player name:string> - one specificplayer

Timeout
Some commands, such as bans, take a timeoutasargument.

A timeoutisone of the following:

perm - permanent
round - until end of round
seconds <number of seconds: integer> - number of seconds

Id-type

Some commands, such as bans, take an id-type asargument

An id-type is one of the following:

name - Soldiername
ip - IP address
guid - Playerguid

Player info block
The standard setof infofora group of players contains alot of differentfields. To reduce the risk of havingto do
backwards-incompatible changes to the protocol, the playerinfo blockincludes some formatting information.

<number of parameters> - number of parameters foreach player

N x <parametertype:string> - the parametertypesthatwill be sentbelow
<number of players> - number of players following

M x N x <parametervalue> - all parametervalues forplayer0, then all parameter

valuesforplayerl, etc

Current parameters:
name string - playername
guid GUID - player GUID, or “” if GUID is notyet known
teamld Team ID - player'scurrentteam
kills integer - number of kills, as showninthe in-game scoreboard
deaths integer - number of deaths, asshowninthe in-game scoreboard
score integer - score, as shownin the in-game scoreboard
ping integer - ping (ms), asshowninthe in-game scoreboard

Team scores
This describes the number of tickets, orkills, foreach teamin the current round.

<numberof entries:integer> - number of team scores that follow
N x <score : integer> - score for all teams

Online state
Thisindicates how the game serverand the Plasmabackend are communicating. Itis one of the following:

NotConnected - the game serveris not connected to the Plasmabackend
ConnectedToBackend - the game serveris connected to the Plasmabackend, but not
visibleto playersyet



AcceptingPlayers - the game serveris connected tothe Plasmabackend, visiblein
the serverbrowser, and players can join the server

Server Moderation Mode
A game servercan be setto one of three moderation modes

free - normal, voice, and admin players can chat
moderated - voice, and admin players can chat
muted - onlyadmin players can chat

Player Moderation Level
A player can have one out of four moderation levels:

muted - playercan neverchat
normal - playercan chat when moderation mode is free
voice - player can chat when moderation mode is free/moderated

admin - playercan always chat



Server events

Most comman

dsrequire the clientto be loggedin. Before the clienthasloggedin, only 'login.plainText',

'login.hashed', 'logout’, 'version', 'serverinfo'and 'quit' commands are available.

Summary
Command
player.onloin

Description
Playerwith name <soldiername>has joined the server

player.onAuthenticated Playerwith name <soldiername>has been authenticated + got GUID
player.onlLeave with name <soldiername>has leftthe server

player.onSpawn Playerwith name <soldiername>has spawnedin

player.onKill Playerwith name <killing soldier name>has killed <killed soldier name>
player.onChat Chat message has beensenttoa group of people

player.onKicked Playerwith name <soldiername>has been kicked
player.onTeamChange Player might have changed team

punkBuster.onMessage PunkBusterserverhas outputamessage

server.onlLoadinglevel Levelisloading

server.onlLevelStarted Levelisstarted

server.onRoundQOver Round has ended

server.onRoundOverPlayers Player stats at end-of-round

server.onRoundOverTeamScores Team stats at end-of-round

Player events

Request:
Response:
Effect:

Request:
Response:
Effect:

Request:
Response:
Effect:

Request:

Response:
Effect:

player.onJoin <soldier name: string>
OK
Playerwith name <soldier name>hasjoined the server

player.onAuthenticated <soldier name: string><player GUID: guid>
OK
Playerwith name <soldier name> has been authenticated, and has the given GUID

player.onLeave <soldiername: string><soldierinfo: playerinfo block>

OK

Playerwith name <soldiername>has leftthe server

and <soldierinfo>is the playerinfo (with score etc) at the momentthat the playerleaves

player.onSpawn <soldier name: string> <kit: string><weapon: string>
<specializations: 3x string>

OK

Playerwith name <soldier name>has spawned in, with kit <kit>and
with <weapons>and <specializations>selected



Request: player.onKill <killing soldier name: string><killed soldier name: string><weapon: string>
<headshot: boolean><killerlocation: 3 xinteger><killed location: 3x integes>
Response: OK
Effect: Playerwith name <killing soldier name>has killed <killed soldier name>
Suicide isindicated with the same soldier name for killerand victim.
If the serverkills the player (through admin_ killPlayer), itis indicated by showing the
killing soldiername as “Server”.
The locations of the killerand the killed have arandom error of up to 10 metersin each direction.

Request: player.onChat <source soldier name: string><text: string><target group: playersubset>
Response: OK
Effect: Playerwith name <source soldier name> (orthe server, orthe serveradmin) has sent chat

message <text>tosome people

Comment:  Thechat textisas represented beforethe profanity filtering
If <source soldier name>is “Server”, then the message was sent fromthe server ratherthan froman
actual player
If sendingtoa specificplayer, and the player doesn’t exist, then the target group will be “player

2

Request: player.onKicked <soldier name: string><reason: string>

Response: OK

Effect: Player with name <soldiername>has been kicked

Request: player.onTeamChange <soldier name: playername><team: Team ID>
Response: OK

Effect: Player might have changed team

Misc

Request: punkBuster.onMessage <message: string>

Response: OK

Effect: PunkBusterserverhas outputamessage

Comment: Theentire messageissentasa raw string. It may contain newlines and whatnot.

Level/Round

Request: server.onlLoadinglevel <level name: string><roundsPlayed: int><roundsTotal:int>
Response: OK

Effect: Levelisloading

Request: server.onlLevelStarted

Response: OK
Effect: Level is started



Request:

Response:

Effect:

Request:

Response:

Effect:

Request:

Response:

Effect:

server.onRoundOver <winningteam: Team ID>
OK
The round has just ended, and <winningteam>won

server.onRoundOverPlayers <end-of-round soldierinfo : playerinfo block>
OK
The round has just ended, and <end-of-round soldierinfo>is the final detailed player stats

server.onRoundOverTeamScores <end-of-round scores: team scores>
OK
The round has justended, and <end-of-round scores>is the final ticket/kill/life count for each team



Client commands
Most commands require the clientto be loggedin. Before the client has loggedin, only 'login.plainText',
'login.hashed', 'logout’, 'version', 'serverinfo’, 'listPlayers' and 'quit' commands are available.

Summary

Command Description

login.plainText <password> Attempttologinto game serverwith password

login.hashed Retrivesthe salt, used inthe hashed password login process
login.hashed <passwordHard> Sends a hashed password to the server, inan attemptto login
logout Logoutfrom game server

quit Disconnectfromserver

version Reports game servertype, and build ID

listPlayers <players> Returnlist of a group of playersonthe server, without GUIDs
eventsEnabled <enabled> Setwhetherornot the serverwill send eventsto the current connection
help Report which commands the server knows about
admin.runscript <filename> Processfile, runs scriptlines one-by-one, aborting processing upon error
punkBuster.pb_sv_command <command> Send a raw PunkBuster command to the PunkBusterserver
serverinfo Queryfor brief serverinfo

admin.say <message, players> Send a chat message toa group of players
admin.runNextRound Switch to nextround, without ending current
admin.restartRound Restartcurrent round

admin.endRound <teamID> End currentround, declaringthe specified team as winners
admin.runNextLevel Alias foradmin.runNextRound

admin.restartMap Aliasforadmin.restartRound

admin.currentLevel Return currentlevel name

maplist.nextLevellndex[index: integer] Get/Setindex of nextlevel tobe run

admin.supportedMaps <play list> Retrieve maplist of maps supportedinthis play list
admin.getPlaylists Get the playlists forthe server

admin.kickPlayer <soldier name, reason> Kick player<soldiername>fromserver

admin.listPlayers <players> Return list of a group of players onthe server
admin.movePlayer <name, teamID, forceKill>Move a playerto anotherteam

admin.killPlayer <name> Kill aplayerwithout scoring effects

admin.roundStartTimerEnabled [enabed] get/setenable of the round starttimer
vars.textChatModerationMode [moderation mode]set the current text-chat moderation mode forthe server
vars.textChatSpamTriggerCount [count]  Setthe number of text messages required to trigger chatspam filter
vars.textChatSpambDetectionTime [time] Setthe length of the chat-spam detectiontimewindow
vars.textChatSpamCoolDownTime [time] Setthe length of the chat-spam cooldown time
textChatModerationList.load Load list of player-moderation levels fromfile
textChatModerationList.save Save list of player moderation levelstofile
textChatModerationList.add <moderationlevel><name> Add playerto the moderationlist
textChatModerationList.remove<name> Remove playerfrom moderation list

textChatModerationList.clear Clears moderation list
textChatModerationList.list [startOffset] Return a section of the moderation list
banlist.load Load list of banned players/IPs/GUIDs fromfile
banlList.save Save list of banned players/IPs/GUIDs tofile

banlist.add <id-type, id, timeout, reason> Add player/IP/GUID to ban list for a certain amount of time
banList.remove<id-type, id> Remove player/IP/GUID from ban list



banlList.clear

banlList.list [startindex]
reservedSpectateSlots.load
reservedSpectateSlots.save

Clearsbanlist

Return part of the list of banned players/IPs/GUIDs
Load list of reserved soldier names fromfile

Save listof reserved soldier namestofile

reservedSpectateSlots.addPlayer <name> Add<name> to list of players who can use the reserved s slots

reservedSpectateSlots.removePlayer <name>Remove <name>from the reservedslots list

reservedSpectateSlots.clear
reservedSpectateSlots.list
maplist.load

maplist.save

maplist.list [rounds]
maplist.clear
maplist.remove<index>
maplist.append <name, rounds>
maplist.insert<index, name, rounds>
vars.serverName[name]
vars.adminPassword [password]
vars.gamePassword [password]
vars.punkBuster [enabled]
vars.hardCore[enabled]
vars.ranked [enabled]
vars.skillLimit [lower, upper]
vars.noUnlocks [enabled]
vars.noAmmoPickups [enabled]
vars.realisticHealth [enabled]
vars.supportAction [enabled]

Clearreservedslotslist

Retrieve list of players who can utilize the reserved slots
Load list of map names fromfile

Save maplisttofile

Retrieve current maplist

Clears maplist

Remove map from list

Add map with name <name> to end of maplist

Add map with name at the specified index to the maplist
Setthe servername

Setthe admin password forthe server

Setthe game password forthe server

Setifthe serverwill use PunkBusterornot

Sethardcore mode

Setranked or not

Setthe skill limits allowed on to the server

Setif unlocks should be disabled

Setif pickups should be disabled

Setif health should be realistic

Setif supportaction should be enabled

vars.preRoundLimit [upper, lower] Set pre round limits. Setting both to zero means the game uses whatever

settings are used onthe specificlevels. On ranked servers, the lowest values allowed are lower=2 and upper= 4.

vars.roundStartTimerPlayersLimit [limit] ~ Get/Setthe numberof playersthat needto spawn on each teamforthe

round start timerto start countingdown.

vars.roundStartTimerDelay [delay] If set to otherthan -1, this value overrides the round start delay set on

the individual levels.

vars.tdmScoreCounterMaxScore [score]  If set to otherthan -1, this value overridesthe score neededtowina
round of Team Assault, Sector Control or Hot Zone.

vars.clanTeams [enabled] Setif clan teamsshould be used
vars.friendlyFire [enabled)]
vars.currentPlayerLimit
vars.maxPlayerLimit
vars.playerLimit [nr of players]
vars.bannerUrl [url]
vars.serverDescription [description]
vars.noCrosshair [enabled]

Setifthe servershould allow team damage

Retrieve the current maximum number of players
Retrieve the server-enforced maximum number of players
Set desired maximum number of players

Setbannerurl

Setserverdescription

Setif crosshair forall weaponsis hidden

Setif spotted targets are disabled in the 3d-world

Set number of teamkills allowed during around

vars.noSpotting [enabled]
vars.teamKillCountForKick [count]
vars.teamKillValueForKick [count] Set max kill-value allowed foraplayerbefore he/she is kicked
vars.teamKillValuelncrease [count] Setkill-value increase forateamkill

vars.teamKillValueDecreasePerSecond [count] Set kill-value decrease persecond



vars.idleTimeout [time] Setidle timeout
vars.profanityFilter [enabled] Setif profanity filteris enabled

Preround & warmup

Request:
Response:
Response:
Effect:
Comments:

Request:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Effect:

admin.roundStartTimerEnabled <bool>

OK - Successful, operation performed
InvalidArguments

Enable or disable the round start timer.

Needsalevel reloadtokickin.

vars.preRoundLimit [int:upperLimit, int:lowerLimit]

OK - Successful, operation performed

InvalidLimits - Eitherthe lowerlimitis higherthanthe upper, orupperiszerobut not lower.
InvalidArguments

Get or setthe lowerand upperlimits fornumberof playersin preround.

vars.roundStartTimerPlayersLimit [int:limit]

OK - Successful, operation performed

InvalidArguments - The limitmust be between 0-12, inclusive.

Get or setthe number of people that need to spawn on each team forthe warmup counter to start

countingdown.

Request:
Response:
Response:
Effect:
level.

Misc
Request:
Response:
Response:
Response:
Response:
Effect:
Comments:

vars. roundStartTimerDelay [int:delay]

OK - Successful, operation performed

InvalidArguments

Get or setthe number of seconds onthe warmup counter. Setto -1to use the value defined onthe

login.plainText <password: string>

OK - Login successful, you are now logged in regardless of priorstatus
InvalidPassword - Login unsuccessful, logged-in status unchanged
PasswordNotSet - Login unsuccessful, logged-in status unchanged

InvalidArguments
Attempttologinto game serverwith password <password>
If you are connectingtothe admininterface overthe internet, then use login.hashed instead to avoid

having evildoers sniffthe admin password

Request:
Response:
Response:
Response:
Effect:
Comments:

login.hashed
OK <salt: HexString> - Retrieved saltforthe current connection
PasswordNotSet - No password set for server, loginimpossible

InvalidArguments
Retrievesthe salt, usedinthe hashed password login process
Thisis step 1in the 2-step hashed password process. When using this people cannot sniff your admin



password.

Request:
Response:
Response:
Response:
Response:
Effect:
Comments:
password.

Request:
Response:
Response:
Effect:

Request:
Response:
Response:
Effect:

Request:
Response:
Response:
Effect:
Comments:

Request:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Effect:

login.hashed <passwordHash: HexString>

OK - Login successful, you are now logged in regardless of priorstatus
PasswordNotSet - No password setfor server, loginimpossible
InvalidPasswordHash - Login unsuccessful, logged-in status unchanged

InvalidArguments
Sends a hashed password tothe server, inan attemptto login
Thisis step 2in the 2-step hashed password process. When using this people cannot sniff your admin

logout

OK - You are now logged out regardless of priorstatus
InvalidArguments

Logoutfrom game server

quit

OK

InvalidArguments
Disconnectfromserver

version

OK MOH <version>

InvalidArguments

Reports game servertype, and build ID

Game servertype and build IDuniquely identify the server,andthe protocolitis running.

listPlayers <players: player subset>

OK <playerinfo>

InvalidArguments

Returnlist of all players onthe server, but with zeroed out GUIDs

eventsEnabled [enabled: boolean]

OK - forset operation

OK <enabled: boolean> - forget operation

InvalidArguments
Setwhetherornot the server will send eventsto the current connection

help

OK <all commands availble on server, as separate words>
InvalidArguments

Report which commands the server knows about



Request: admin.runScript <filename: filename>
Response: OK

Response:  InvalidArguments

Response: InvalidFileName - The filename specified does not followfilename rules
Response:  ScriptError <line><original error...> - Script failed atline <line>, with the given error
Effect: Processfile, executing script lines one-by-one, aborting processing upon error

Request: punkBuster.pb_sv_command <command: string>

Response:  OK - Command sent to PunkBusterservermodule

Response:  InvalidArguments

Response: InvalidPbServerCommand - Command does notbeginwith “pb_sv_”

Effect: Sendaraw PunkBuster command to the PunkBuster server

Comment: Theentire commandisto be sentas a single string. Don’t splititinto multiple words.

Query

Request: serverinfo

Response: OK <serverName: string><current playercount: integer><max playercount: integer>
<current gamemode: string><current map: string>
<roundsPlayed:integer><roundsTotal: string><scores: team scores><onlineState: online state>
<ranked: boolen><punkBuster: boolean><hasGamePassword: Boolean>
<serverUpTime:seconds><roundTime: seconds>

Response:  InvalidArguments

Effect: Queryfor brief serverinfo.

Comments: Thiscommand can be performed withoutbeingloggedin.

Communication

Request: admin.say <message: string><players: playersubset>
Response: OK

Response:  InvalidArguments

Response: ToolLongMessage

Effect: Send a chat message to players. The message must be less than 100 characters long.
Level

Request: admin.runNextRound

Response: OK

Response: InvalidArguments

Effect: Switch to next round

Comments: Alwayssuccessful

Request: admin.restartRound
Response: OK



Response:
Effect:

Request:
Response:
Response:
Effect:

Request:

Comment:

Request:

Comment:

Request:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Effect:

InvalidArguments
Restartthe currentround

admin.endRound <winner: Team ID>

OK

InvalidArguments

End the current round, declaring <winner>as the winning team

admin.runNextLevel
Aliasforadmin.runNextRound

admin.restartMap
Aliasforadmin.restartRound

admin.currentlLevel

OK <name>
InvalidArguments

Return currentlevel name

maplist.nextLevellndex[index: integer]

OK

InvalidArguments

Invalidindex - Levelindex notavailableinserver map list (forsetoperationonly)
Get/setindex of nextlevel tobe run

admin.supportedMaps <play list: string>

OK <map names>

InvalidArguments

InvalidPlaylist <play list> - Playlistdoesn'texistonserver
Retrieve maplist of maps supportedin this play list

admin.getPlaylists

OK <play lists>
InvalidArguments

Get the play lists forthe server

Manage players

Request:
Response:

admin.kickPlayer <soldiername: playername>[reason:string]
OK - Playerdid exist, and got kicked



Response:
Response:
Effect:
Comments:

Request:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Response:
Response:
Response:
Response:
Response:
Effect:
Comment:

Request:
Response:
Response:
Response:
Response:
Effect:

InvalidArguments

PlayerNotFound - Playername doesn'texiston server
Kick player<soldiername>fromserver

Reasontextis optional. Defaultreasonis “Kicked by administrator”.

admin.listPlayers <players: player subset>
OK <playerinfo>

InvalidArguments
Returnlist of all playersonthe server

admin.movePlayer<name: player name><teamld: Team ID> <forceKill: boolean>
OK

InvalidArguments

InvalidTeamld

InvalidSquadid

InvalidPlayerName

InvalidForceKill

PlayerNotDead - Playerisalive and forceKillis false
SetTeamFailed

Move a playertoanotherteam

Onlyworks if playeris dead. This command will kill playerif forceKill is true

admin.killPlayer <name: player name>
OK

InvalidArguments

InvalidPlayerName

SoldierNotAlive

Kill a playerwithout any stats effect

Text chat moderation

Request:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Effect:

vars.textChatModerationMode [moderation mode: Server Moderation Mode]

OK - forset operation
InvalidArguments - forset operation
OK <moderation mode> - forget operation

Setthe currenttext-chat moderation mode forthe server

vars.textChatSpamTriggerCount [count:integer]

OK - forset operation
InvalidArguments - forset operation
OK <count> - forget operation

Setthe number of text messages required to trigger chat spam filter



Request: vars.textChatSpamDetectionTime [time [in seconds]: integer]

Response: OK - forset operation

Response:  InvalidArguments - forset operation

Response: OK <count> - forget operation

Effect: Setthe length of the chat-spam detection timewindow
Request: vars.textChatSpamCoolDownTime [time [in seconds]: integer]
Response: OK - forset operation

Response:  InvalidArguments - forset operation

Response: OK <count> - forget operation

Effect: Setthe length of the chat-spam cooldown time

Request: textChatModerationList.load

Response: OK

Response:  InvalidArguments

Response:  InvalidEntry - Invalidentryinfile

Response:  TooManyEntries - Max numberof entries exceeded
Response:  AccessError - Could notread fromfile

Effect: Load list of player-moderation levels fromfile

Request: textChatModerationList.save

Response: OK

Response:  InvalidArguments

Response:  AccessError - Could notsavetofile

Effect: Save list of player-moderation levelstofile

Request: textChatModerationList.add <moderationlevel: Player Moderation Level><name: string>

Response: OK

Response:  InvalidArguments

Response:  Full

Effect: Add playerto the moderation list

Comments: Ifthe playeralreadyispresent,its moderation levelsetting willbe changed
Players notinthe listare considered to have moderation level “normal”

Addinga playerwith moderation level “normal” will in effect removethat playerinstead

Request: textChatModerationList.remove <name: string>

Response: OK

Response:  InvalidArguments

Response:  NotFound - Player notfoundin moderation list; list unchanged
Effect: Remove playerfrom moderation list

Request: textChatModerationList.clear

Response: OK



Response:  InvalidArguments

Effect: Clears moderation list

Request: textChatModerationList.list [startOffset : integer]
Response: OK <moderation entries>

Response: InvalidArguments

Effect: Return a section of the moderation list.

Comment:  Theliststarts witha numbertelling how many entries the call returns.
Afterthat, 2 words (moderation level, name) are received for every playerinthe list.
If no startOffsetissupplied, itisassumedto be 0.
At most 100 entries willbe returned by the command.
To retrieve the full list, perform several textChatModerationList.list calls with increasing offset
until the serverreturns 0 entries.

Banning

Request: banlList.load

Response: OK

Response:  InvalidArguments

Response: InvalidldType

Response: InvalidBanType

Response:  InvalidTimeStamp - A time stamp could not be read
Response:  IncompleteBan - Incomplete ban entry atend of file
Response:  AccessError - Could notread fromfile

Effect: Load list of banned players/IPs/GUIDs from file

Comment: 5 lines(ld-type, id, ban-type, time andreason) are retrieved forevery banin the list.
Entries read before getting InvalidldType, InvalidBanType, InvalidTimeStamp and IncompleteBan

isstill loaded.
Request: banlList.save
Response: OK
Response:  InvalidArguments
Response:  AccessError - Could notsaveto file
Effect: Save list of banned players/IPs/GUIDs tofile

Comment: 5 lines(ld-type,id, ban-type, time andreason) are stored forevery baninthe list.
Every line break has windows “\r\n” characters.

Request: banList.add <id-type:id-type><id: string><timeout: timeout>[reason: string]
Response: OK

Response:  InvalidArguments

Response:  BanlListFull

Effect: Add playerto banlistfor a certainamount of time

Comments: Addinga new player/IP/GUID ban will replace any previous ban forthat player/IP/GUID
timeout can take three forms:
perm - permanent [default]



Request:

Response:
Response:
Response:

Effect:

Request:

Response:
Response:

Effect:

Request:

Response:
Response:

Effect:

Comment:

round - until end of round

seconds<integer>- number of seconds until ban expires
Id-type can be any of these

name— A soldiername

ip—An IPaddress

guid— A playerguid
Id could be eitherasoldiername, ip address orguid dependingonid-type.
Reasonisoptional and defaults to “Banned by admin”; max length 80 chars.

banlList.remove<id-type:id-type><id: string>

OK
InvalidArguments
NotFound - Id notfoundin banlist; banlist unchanged

Remove player/ip/guid from banlist

banlList.clear

OK
InvalidArguments
Clears banlist

banlList.list [startOffset : integer]

OK <playerban entries>

InvalidArguments

Return a section of the list of banned players/IPs/GUIDs.

The list starts with a numbertelling how many bans the call returns.

Afterthat, 5 words (Id-type, id, ban-type, time and reason) are received forevery baninthe list.
If no startOffsetissupplied, itisassumedto be 0.

At most 100 entries willbe returned by the command.

To retrieve the full list, perform several banlList.list calls with increasing offs et until the
serverreturnsOentries.

(Thereisan unsolved synchronization problem hidden there: if aban expires during this process,
then one otherentry will be skipped duringretrieval. There is no known workaround for this.)

Reserved slots

Request:

Response:
Response:
Response:

Effect:

reservedSpectateSlots.load

OK

InvalidArguments

AccessError - File notfound;internal reservedslots listis now empty
Load list of soldiernames fromfile. Thisis afile with one soldiername perline.

If loading succeeds, the reserved slots list will get updated.

If loading fails, the reserved slots list will remain unchanged.



Request: reservedSpectateSlots.save
Response: OK

Response:  InvalidArguments

Response:  AccessError - Error while saving

Effect: Save list of reserved soldiernamestofile. Thisis afile with one soldier name perline.
Comment: Ifsavingfails, the outputfile may be unchanged or corrupt.

Request: reservedSpectateSlots.addPlayer <soldier name: player name>

Response: OK

Response:  InvalidArguments

Response: InvalidName

Response: Full

Response:  PlayerAlreadylnList - Playerisalreadyinthe list; reservedslots list unchanged
Effect: Add <soldiername>to list of players who can use the reserved slots.

Request: reservedSpectateSlots.removePlayer <soldier name: playername>

Response: OK

Response:  InvalidArguments

Response:  PlayerNotlInList - Playerdoes not existinlist; reservedslots list unchanged
Effect: Remove <soldier name>from list of players who can use the reservedslots.

Request: reservedSpectateSlots.clear

Response: OK

Response:  InvalidArguments

Effect: Clearreservedslotslist

Request: reservedSpectateSlots.list

Response:  OK <soldiernames>

Response:  InvalidArguments

Effect: Retrieve list of players who can utilize the reserved slots

Maplist

Request: maplist.load

Response:  OK - Maplistloaded

Response:  InvalidArguments

Response:  AccessError - File notfound, internal maplistis now empty
Response:  InvalidPlaylist - Playlistdoesn’t exist. Should be RUSH, CONQUEST, SQDM or SQRUSH.
Response: InvalidMapName <name> - Map with name <name> doesn'texistin playlist/gamemode
Effect: Load list of map names fromfile. Thisis a file with one map name perline.

Comments: Ifloadingsucceeds, the maplist will get updated.
If loading fails, the maplist will remain unchanged.



Request: maplist.save

Response:  OK - Maplistsaved

Response:  InvalidArguments

Response:  AccessError - Error while saving, on-disk maplist file possibly corrupted now
Effect: Save maplisttofile. Thisis a file with one map name perline.

Comments: Ifsavingfails, the outputfile may be unchanged or corrupt.
Every line break has windows “\r\n” characters.

Request: maplList.list [rounds]

Response:  OK <N x map names> - map list, without roundinfo

Response:  OK <N x (map name, rounds)> - map list, with roundinfo

Response:  InvalidArguments

Effect: Retrieve current maplist (with number of rounds for each if roundis specified as option)

Comments: Ifthe userhasn’tspecified the numberof rounds explicitly, the number of rounds will be shown
as 0; the default numberof roundsis currently 2 but may change in the future

Request: maplist.clear
Response: OK

Response:  InvalidArguments
Effect: Clears maplist

Comments: If serverattemptsto switchlevel while maplistis cleared, nasty things will happen

Request: maplist.remove<index:integer>

Response:  OK - Map removed from list

Response:  InvalidArguments

Response: Invalidindex - Index doesn'texistinserver map list
Effect: Remove map from list.

Request: maplist.append <name: string><rounds:int32>

Response:  OK - Map appendedtollist

Response:  InvalidArguments

Response:  InvalidMapName - Map doesn'texistonserver

Effect: Add map with name <name> to end of maplist

Comment: Remembertospecify playlist before adding maps
Roundsisan optional argument. Ifitisn’t specified or 0 it will use game mode default.

Request: maplist.insert<index:integer><name:string>[rounds: int32]

Response:  OK - Map insertedtolist

Response:  InvalidArguments

Response: InvalidMapName - Map doesn’texistonserverornegative index
Effect: Add map with name at the specified index to the maplist

Comment: Roundsisan optional argument. Ifitisn’t specified or 0, game mode default willbe used.



Variables
Request:
Response:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Response:
Response:
Effect:

Request:
Response:
Response:
Response:
Effect:
Delay:

Request:
Response:
Response:
Response

vars.serverName [name: string]

OK - forset operation
OK <name> - forget operation
InvalidArguments

TooLongName - forset operation
Setservername

vars.adminPassword [password: password]

OK - forset operation

OK <password> - forget operation

InvalidArguments

InvalidPassword - password does not conform to password format rules

Setthe admin password forthe server, use it with an empty string("") toreset

vars.gamePassword [password: password]

OK - forset operation

OK <password> - forget operation

InvalidArguments

InvalidPassword - password does not conform to password formatrules
InvalidConfig - password can’tbe setif rankedis enabled

Setthe game password forthe server, use it with an empty string("") toreset

vars.punkBuster [enabled: boolean]

OK - forset operation

OK <enabled: boolean> - forget operation

InvalidArguments

InvalidConfig - punkbuster can’tbe disabledif rankedis enabled

StartupOnlyCallNotAllowed - thiscommand can only be executed from startup.txt
Setif the serverwill use PunkBuster or not

vars.hardCore [enabled: boolean]

OK - forset operation
OK <enabled:boolean> - forget operation
InvalidArguments

Sethardcore mode

Works after map change

vars.ranked [enabled: boolean]

OK - forset operation
OK <enabled:boolean> - forget operation
InvalidArguments



Response:

Effect:

Request:

Response:
Response:
Response:

Effect:

Comment:

Request:

Response:
Response:
Response:

Effect:

Request:

Response:
Response:
Response:

Effect:

Request:

Response:
Response:
Response:

Effect:

Request:

Response:
Response:
Response:

Effect:

Request:

Response:
Response:
Response:
Response:
Response:

Effect:

StartupOnlyCallNotAllowed - thiscommand can only be executed from startup.txt
Setranked or not. If enabled: game password will be removed and punkbuster enabled

vars.skillLimit [lower: integer, upper:integer]

OK - forset operation
OK <lower:integer, upper:integer> - forget operation
InvalidArguments

Get the skill limits allowed on to the server(integervalues).
Thisvalueisread only

vars.noUnlocks [enabled: boolean]

OK - forset operation
OK <enabled:boolean> - forget operation
InvalidArguments

Setif unlocks should be disabled

vars.noAmmoPickups [enabled: boolean]

OK - forset operation
OK <enabled: boolean> - forget operation
InvalidArguments

Setif ammo pickups should be disabled

vars.realisticHealth [enabled: boolean]

OK - forset operation
OK <enabled: boolean> - forget operation
InvalidArguments

Setif health should be realistic

vars.supportAction [enabled: boolean]

OK - forset operation
OK <enabled: boolean> - forget operation
InvalidArguments

Setif supportaction should be enabled

vars.preRoundLimit [upper:integer, lower:integer]

OK - forset operation

OK <upper:boolean, lower: boolean> - forget operation
GamelogicNotPresent - not currently available
InvalidLimits - lower<0 or upper<lower

InvalidArguments
Set preround limits



Request: vars.clanTeams [enabled: boolean]

Response: OK - forset operation
Response:  OK<enabled:boolean> - forget operation
Response:  InvalidArguments

Effect: Setif clan teams should be used

Request: vars.friendlyFire [enabled: boolean]

Response: OK - forset operation

Response:  OK <enabled: boolean> - forget operation

Response:  InvalidArguments

Response:  LevelNotLoaded - forset operation

Effect: Setifthe servershould allow team damage

Delay: Works afterround restart

Comment: Notavailable duringlevel load.

Request: vars.currentPlayerLimit

Response:  OK<nr of players:integer> - forget operation

Response:  ReadOnly - ifyoutry to send any arguments
Response:  InvalidArguments

Effect: Retrieve the current maximum number of players

Comment: Thisvalueiscomputedfromall the different player limitsin effectat any given moment

Request: vars.maxPlayerLimit

Response:  OK<nr of players:integer> - forget operation

Response:  ReadOnly - ifyoutry to send any arguments
Response: InvalidArguments

Effect: Retrieve the server-enforced maximum number of players

Comment:  Settingthe user-defined maximum number of players higherthan this has no effect

Request: vars.playerLimit [nr of players:integer]

Response: OK - forset operation

Response:  OK<nr of players:integer> - forget operation

Response:  InvalidArguments

Response:  InvalidNrOfPlayers - Playerlimitmustbe inthe range 8..32
Effect: Set desired maximum number of players

Comment: The effective maximum number of playersis also effected by the server provider, and the game
engine

Request: vars.bannerUrl [url: string]

Response: OK - forset operation
Response:  OK<url:string> - forget operation
Response:  InvalidArguments

Response:  ToolongUrl - forset operation



Effect:

Comment:

Request:

Response:
Response:
Response:
Response:

Effect:

Comment:

Request:

Response:
Response:
Response:

Effect:
Delay:

Request:

Response:
Response:
Response:

Effect:
Delay:

Request:

Response:
Response:
Response:

Effect:

Delay:

Request:

Response:
Response:
Response:

Effect:

Delay:

Setbannerurl

The bannerurl needs to be max 63 characters long

The bannerneedstobe a 512x64 picture smallerthan 127kb, in .PNG format
Example:admin.setBannerUrl http://www.example.com/banner.png

vars.serverDescription <description: string>

OK - forset operation

OK <description:string> - forget operation

InvalidArguments

ToolongDescription - forset operation

Setserverdescription

The description needs to be less than 400 characters long; the character ‘| acts as line-break char

vars.noCrosshairs [enabled: boolean]

OK - forset operation
OK <enabled: boolean> - forget operation
InvalidArguments

Setif crosshair forall weaponsis hidden

Works after map switch

vars.noSpotting [enabled: boolean]

OK - forset operation
OK <enabled:boolean> - forget operation
InvalidArguments

Setif spotted targetsare disabledinthe 3d-world
Works after map switch

vars.teamKillCountForKick [count: integer]

OK - forset operation

OK <count:integer> - forget operation

InvalidArguments

Set number of teamkills allowed during one round, before the game kicks the playerin question
Setto 0 to disable kill counting

Instantaneous

vars.teamKillValueForKick [count:integer]

OK - forset operation

OK <count:integer> - forget operation

InvalidArguments

Setthe highestkill-value allowed beforea playeris kicked for teamkilling
Setto 0 to disable kill value mechanism

Instantaneous



Request:

Response:
Response:
Response:

Effect:
Delay:

Request:

Response:
Response:
Response:

Effect:
Delay:

Request:

Response:
Response:
Response:

Effect:

Delay:

Request:

Response:
Response:
Response:

Effect:
Delay:

vars.teamKillValueIncrease [count:integer]

OK - forset operation

OK <count:integer> - forget operation
InvalidArguments

Setthe value of a teamkill (adds to the player’s currentkill-value)
Instantaneous

vars.teamKillValueDecreasePerSecond [count:integer]

OK - forset operation

OK <count:integer> - forget operation

InvalidArguments

Sethow much every player’s kill-value should decrease persecond
Instantaneous

vars.idleTimeout [time: seconds]

OK - forset operation

OK <time:seconds> - forget operation

InvalidArguments

Sethow many secondsa playercanbe idle before he/she is kicked from server
Setto 0 to disableidle kick

Instantaneous

vars.profanityFilter [enabled: boolean]

OK - forset operation

OK <enabled:boolean> - forget operation

InvalidArguments

Setif all players’ chat messages should be sentviaaprofanity filteronthe masterservers
Instantaneous



